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Blainville, August 16, 2021

Dear Partner,

It was brought to our attention that a fraudulent email seemingly sent by Ralik is in circulation. This
email refers to a payment made. This type of email is what is currently known as a phishing email.
Rest assured we have taken all necessary actions to rectify the situation and regret any
inconvenience this may have caused you.

If you are victim of this email, we urge you not to open it and strongly recommend that you advise
your |.T. feam. Please do not block the email comptabilite@ralik.ca since this is an actual Ralik
email address.

We invite you to contact us for any question you may have concerning this situation. We
appreciate your cooperation and wish you a wonderful day,

Ralik Web Team
450 420 0022

De : Comptabilité Ralik <comptabilite@ralik.ca>

Ne pas ouvrir ce courriel
Rty Do not open this email

Objet ; ******x* @******* com Bon de paiement

=y | Bon depaiement 0010051htm
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**x%%x* Vous avez regu un virement SWIFT TRANSFER.

Time: 8:35:05 AM

Date: Aoiit 16, 2021

Recepient: VOTRE ADRESSE COURRIEL

Message: Le versement ci-joint décrit le dépot direct envoyé a votre banque.

Veuillez prévoir 1 a 3 jours ouvrables pour le traitement.

COMPTABILITE RALIK
450 420.0022, poste 215 \\ 1 800 ?9RALIK \\ ralik.ca
80, rue Omer-DeSerres, Blainville, Québec J7C 5Vé6
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SIMPLIFIEZ VOTRE APPROVISIONNEMENT
\ PURCHASING MADE EASY
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What is phishing?

Phishing is a type of social engineering aftack used to steal user data, including login credentials
and credit card numbers.

Phishing occurs when an attacker, masquerading as a trusted entity, dupes a victim into opening
an email, instant message, or text message.

The recipient is then tricked into clicking a malicious link, which can lead to the installation of

malware, the freezing of the system as part of a ransomware attack or the revealing of sensitive
information.
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